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1
Decision/action requested

This contribution is requested by the group.
2
References

3
Rationale

There is nothing wrong in the current text, expect it is not so straightforward to the reader to catch the meaning.

There are three cases on the key perspect the UE may face: only receive the DUCK, or only receive the DUSK, or receive both DUCK and DUSK. The current wording says “If the UE is configured with DUCK”, and it covers two cases that a UE may only receive the DUCK or may receive both DUCK and DUSK. In case that a non-Prose-familaour reader reckons that the UE may only receive DUCK or only receive DUSK, which means they don’t awre there is another case, it is better to clearly lay out all three cases in our specification.
4
Detailed proposal

*************** Begin ***************
6.3.5
Privacy for Direct Communication Request in 5G ProSe UE-to-Network Relay Communication

6.3.5.1
General

This clause describes the mechanism to protect the privacy of the PRUK ID and RSC in Direct Communication Request (DCR) message when restricted discovery is used for the U2N relay service. 

Editor’s Note: the description of integrity protection needs to be added
6.3.5.2
Protection of PRUK ID and RSC in DCR

The 5G ProSe Remote UE encrypts the PRUK ID and RSC using the code-receiving security parameters used for discovery. The 5G ProSe UE-to-Network Relay, on receiving the DCR message, decrypts the encrypted PRUK ID and RSC using the code-sending security parameters used for discovery and verifies if the RSC matches with the one that it sent in the discovery message. If the RSC does not match, the 5G ProSe UE-to-Network Relay shall abort the PC5 direct link establishment procedure. 

The 5G ProSe Remote UE shall encrypt the RSC and PRUK ID as follows:

1. If the UE is configured with DUCK or both DUCK and DUSK, the DCR ciphering key KDCR is set to DUCK. If the UE is configured with DUSK but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and Step 2-3 is skipped.  

2. Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in A.5.

3. XOR the first L bits of the Keystream with the RSC where L is the length of the RSC, and XOR the remaining bits of the Keystream with the PRUK ID. 
NOTE 1:
If PRUK ID is in NAI format, encryption of the PRUK ID is performed on the username part of the PRUK ID.

The UE-to-network relay shall decrypt the encrypted PRUK ID and RSC as follows:

1. If the UE is configured with DUCK or both DUCK and DUSK, the DCR ciphering key KDCR is set to DUCK. If the UE is configured with DUSK but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and Step 2-3 is skipped.

2. Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in A.5.

3. XOR the first L bits of Keystream with the encrypted RSC where L is the length of the encrypted RSC, and XOR the remaining bits of Keystream with the encrypted PRUK ID.
NOTE 2: If PRUK ID is in NAI format, decryption of the PRUK ID is performed on the username part of the PRUK ID.

Editor’s Note: integrity protection of DCR message or a part of DCR message needs to be added
******** End of  Change ********
